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Introduction

Time Series Data

< AMAE HoE

. AlZt#2= 0|20{7F Hl0|E|R ChS SI0IM KISE O MAE

= (@ gy = |

MZE | AMZE | EE | a2 HEm
1 0.53 1 053 | 239 0.19
2 1.12 2 112 | 1.54 0.53
3 1.56 3 1.56 | 2.01 0.33

T-2 0.88 T-2 088 | 1.98 0.34

T-1 0.79 T-1 079 | 234 0.47
T 0.86 T 0.86 | 2.56 0.98
[CHHPE] [CHEZ]
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Introduction

Time Series Data

< AAE Co|E{2] O] X
«  AAE HIoES| O|FKIE MEA 82l

Revisiting Time Series Outlier Detection:
Definitions and Benchmarks

Kwei-Herng Lai Daochen Zha Junjie Xu
Rice University Rice University Penn State University
khlai@rice.edu daochen.zha@rice.edu jmxb097@psu.edu
Yue Zhao Guanchu Wang Xia Hu
Carnegie Mellon University Rice University Rice University
zhaoy@cmu.edu hegsns@rice.edu xiahu@rice.edu

Lai, K. H., Zha, D., Xu, J., Zhao, Y., Wang, G., & Hu, X. (2021, June). Revisiting time series outlier detection: Definitions and benchmarks. In Thirty-fifth conference on neural information processing systems datasets and
benchmarks track (round 1).
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Time Series Data
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Lai, K. H., Zha, D., Xu, J., Zhao, Y., Wang, G., & Hu, X. (2021, June). Revisiting time series outlier detection: Definitions and benchmarks. In Thirty-fifth conference on neural information processing systems datasets and
benchmarks track (round 1).
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Time Series Data

< AAE Co|E{2] O] X

« J|EOIEA] 7|EE ELt ME=iot] Fe

Time Series Outliers

/\

Point Pattern

Global Contextual Shapelet Seasonal Trend
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Time Series Outliers
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’:’ AI HI OE:I E-" 0 I E-I 2I O I é)l-xl m Contextual Shapelet Seas‘onal Trend
*  Point — Global Anomaly

0 50 100 150 200 250 300 350 400

https://github.com/datamllab/tods/tree/benchmark
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Time Series Data ‘

< AA2 Clo|E{2] o] X

Globa Contetua Seasonal Tred
«  Pattemn — Shapelet Anomaly
S
0 -
BSC §
(') Sb 160 ISIO 260 25'0 360 35lO 460

https://github.com/datamllab/tods/tree/benchmark
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Introduction

Time Series Data
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Introduction

Time Series Anomaly Detection

<« AAE o|YA| EX|

' Reconstruction error @ Prediction error @ Dissimilarity
Autoencoder VAE RNN
SPREAD (Gugulothu et al., 2018) [104] ® LSTM-VAE (Park et al., 2018) [112] LSTM-NDT (Hundman et al., 2018) [110] @
S-RNNs (Kieu et al., 2019) [114] d GGM-VAE (Guo et al., 2018) [113] LGMAD (Ding et al., 2019) [111] @
LSTM-AE (Hsieh et al., 2019) [29] @ OmniAnomaly (Su et al., 2019) [68] ) THOC (Shen et al., 2020) [60] o
MU-Net (Wen et al., 2019) [62] @ ; -
Transformer TCN
MSCRED (Zhang et al., 2019) [51] [} -
SAnD (Song et al., 2018) [119)] [ B HS-TCN (Cheng et al., 2019) [116] @
USAD (Audibert et al., 2020) [72] @ .
. — _— MTSM (Meng et al., 2019) [120] [ TCN-GMM (Liu et al., 2019) [117] @
OAN GTA* (Chen et al., 2021) [109] @ TCN-ms (He et al., 2019) [118] 5}
BeatGAN (Zhou et al., 2019) [115) @ GNN HTM
MAD-GAN (Li et al., 2019) [59] i MTAD-GAT (Zhao et al., 2020) [73) [ B HTM-based (Wu et al., 2018) [121) ]
WGAN-based (Choi et al., 2020) (53] 8 GTA* (Chen et al., 2021) [109) 8 RADM (Ding et al., 2018) [69] ]
RSM-GAN (Khoshnevisan et al., 2020) [74] © GDN (Deng et al., 2021) [108] 2

Choi, K., Yi, J., Park, C., & Yoon, S. (2021). Deep learning for anomaly detection in time-series data: review, analysis, and guidelines. IEEE Access, 9, 120043-120065.
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Introduction

Time Series Anomaly Detection

<« AAE o|YA| EX|
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Introduction

Time Series Anomaly Detection

<« AAE o|YX| EX|

- HlojHe] S8= 2tEStY thresholdS AlZHO| et dynamicStH| HESHCHH, ROF 2 E O] &X| BX| 7t
7t=st A

= A
avoid

O| AHX| O| &K

~S0| 4 false alarm A0 4
B

Azt = Azt =

O| AHX| O| &K

ATO 4 AZO| 4
0 AI‘ ----------- A AT T 4 -

I ° Dynamic threshold

=
N v
4

< Fixed threshold > < Dynamic threshold>
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding
(2018, KDD)

«  SpacecraftO]| Hgfot REIZ gHAl 0 SAHE 7| S 283 nonparametric dynamic threshold 7|8 X QF

Detecting Spacecraft Anomalies Using LSTMs and
Nonparametric Dynamic Thresholding

Kyle Hundman Valentino Constantinou Christopher Laporte
NASA Jet Propulsion Laboratory NASA Jet Propulsion Laboratory NASA Jet Propulsion Laboratory
California Institute of Technology California Institute of Technology California Institute of Technology
kyle.a hundman@jpl.nasa.gov veonstan@jpl.nasa.gov christopher.d laporte@jpl.nasa.gov

Ian Colwell Tom Soderstrom
NASA Jet Propulsion Laboratory NASA Jet Propulsion Laboratory
California Institute of Technology California Institute of Technology
ian.colwell@jpl.nasa.gov tom.soderstrom@jpl.nasa.gov

Hundman, K., Constantinou, V., Laporte, C., Colwell, I., & Soderstrom, T. (2018, July). Detecting spacecraft anomalies using Istms and nonparametric dynamic thresholding. In Proceedings of the 24th ACM SIGKDD
international conference on knowledge discovery & data mining (pp. 387-395).
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

s T U
Spacecrafte =ML AAHE ML S
- HNHQI R[S TX[SHK| ZoHH 2 &4

« X2 E LSTM 222 & nonparametric dynamic threshold 7| &= &350 &

o E = AS
=l 250l O|X| EIX|E +=H
(o] PN =15
Model 1

' Time Sensor 1 Sensor 2 Sensor d Label

Time 1 1.93 0.58 1.99 et

l Time 2 1.47 0.44 2.01 SPY;

’ ’ Time n 1.55 0.02 1.36 o| At
Detect

Copyright © 2023, All rights reserved. - 20 -

& DMQA



Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

<« AT HiE

Spacecrafte =R AAE ME S 71X 2 = 0%
- HNEHQI R[S LRISHK| ZoHH 2 &HE o7 | =+
« X2 H LSTM 222 & nonparametric dynamic threshold 7|
St} Bt

[

Model 2
' Time Sensor 1 Sensor 2 Sensor d Label
Time 1 1.93 0.58 1.99 et
l Time 2 1.47 0.44 2.01 A
’ ’ Time n 1.55 0.02 1.36 o| At
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

s T U
Spacecrafte =ML AAHE ML S
- HNHQI R[S TX[SHK| ZoHH 2 &4

« X2 E LSTM 222 & nonparametric dynamic threshold 7| &= &350 &

o E = AS
=l 250l O|X| EIX|E +=H
(o] PN =15
Model d

' Time Sensor 1 Sensor 2 Sensor d Label

Time 1 1.93 0.58 1.99 et

l Time 2 1.47 0.44 2.01 SPY;

’ ’ Time n 1.55 0.02 1.36 o| At
Detect
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

» BYY
- AMEER ISIMEEES TS
> OXRC| A|AIE HIO|EOf|M StLE 22 M2 £=0| REIS AFESH= A2 ds A5t
> XH'E oMLl O] TS el = US
«  Command EE7} Zf ABRIOIC} one-hot encoding £|0 A|A € HEF 20| &
Time Sensor 1 Sensor 2 Sensor d Label
Time 1 1.93 0.58 1.99 Ha
Time 2 1.47 0.44 2.01 Ha
Time n 1.55 0.02 1.36 OIIQ
ISTM = ISTM = LSTM
X'E 1-Time1 - - O
Telemetry Value
%1 IJ Lol L[] sl ] ]
A

Time

cr1

c12
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Time 1

Time 2
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

» BYY
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> XH'E oMLl O] TS el = US
«  Command EE7} Zf ABRIOIC} one-hot encoding £|0 A|A € HEF 20| &
Time Sensor 1 Sensor 2 Sensor d Label xH Ié-' 1 —TimeZ
Time 1 1.93 0.58 1.99 Ha Telemetry Value
Time 2 1.47 Tt
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

L)

» 2

- AMEER ISIMEEES TS
>

DXHAC| A|A G CIO[E{Of| M Bt} =22 B2 0| RHIS AFESH= A2 d& XoIE o7 |2 = US
> XH'E oMLl O] TS el = US
«  Command HE7} 2} ABIOICt one-hot encoding O A|A|€ MEQ ZH0| Y& gfoZ 11 &

Time Sensor 1 Sensor 2 Sensor d Label

Time 1 1.93 0.58 1.99 Ha

Time 2 1.47 0.44 2.01 Ha

Timen 1.55 0.02 1.36 Of & .

hidden vector
LSTM ® ISTM = LSTM = B v mB X,
= = =
o] | [ f el L] s [

Time cl1 Ccl2 Cclk
Time 2 0 ° 1 [ Input Sequence Length: 3 / Prediction Length: 1]

Copyright © 2023, All rights reserved.
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds
- O3 &EH QPlEE Q5 S55H °|=IE—". 2AE0| |57 | 20|, 0]0j| X etet dynamic threshold 7|2 | Ot
- QARZFO| 3X| 1 ofj3 22| 71FH0| 2 = nonparametric dynamic threshold 7| & X Ot

Normal Distribution
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

o ZIXH'E & 0| sequence?| StLt O & el 5 EHR| timeframe &4

Sk

e Timeframe £ 2 a5 & I}

tg t, —2d
1.28 Sy 1.34 1 0 1
3¢
0.77 0| At 1.41 0 0 0
2
1.45 et 1.48 0 0 0
tf L

[ Test Time Frame ]
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Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds
- 20| &5 Hols % LSTM 0= 450 Mot 5= U=
>  Exponential -Weighted Moving Average(EWMA)ZE S35} prediction ermorE smoothing Al Z(ey)
- M= SET L2 labelE 2o Ot F

> Unsupervised '&4]{2 2 threshold 278

Au(es) = ules) — u({es € egles < €})
Ao (es) = o(es) — o({es € egles < €})
Error history: eg = [el™, ..., el

eq = ({es € eg5les > €})

Eseq = continuous sequences of e, € e,

Au(es)/p(es) + Aa(es)/o(es) e = uleg) + zo(ey)

2
leq| + |Eseq| (e = [€2,€255, ..., €10])

€ = argmax(e) =
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

. EXAES X|CY3}SH= threshold EFAM

Hioz mohE A9

Ap(es) = ules) — p({es € esles < €})

Ao(es) = a(es) — a({es € egles < €})

Error history : e = [es ) eeey Eg ,e§ z,est_l,eﬂ
eq = ({es € egles > €})
O| 4o 2 TEHEI AL
Eseq = continuous sequences of e, € e,
A= E 0|4 sequence
€ = argmax(e) _ A”(es)/ﬂ(es) + Aa(ezs)/a(es) € = ”(es) + ZO'(BS)
leq| + |Eseq| (e = ez, €255, ..., €10])
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

. EXAES X|CY3}SH= threshold EFAM

Smoothed error
A

|Eseq| =12, |ea| =2

time

Ap(es)/u(es) + Aa(es)/a(es)

€ = argmax(e) = 5
|ea| + |Eseq|
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

. EXAES X|CY3}SH= threshold EFAM

Smoothed error

1 |Eseq| =2, |ea| =3
O HYdoz HEHE F2
2 @, Ap(es) = ules) — p({es € esles < €})
e
O
Zs5 --l- -6 ------------------------------- Ad(es) = a(es) —a({es € egles < €})
© eq = ({es € egles > €})

> O| 4o = HThEl ZH
Eseq = continuous sequences of e, € e,
A= E 0|4 sequence

Ap(es)/u(es) + Ao(es)/a(es) P
|ea| + |Eseq|2

€ = argmax(e) =
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

. EXAES X|CY3}SH= threshold EFAM

Smoothed error

1 |Eseq| =2, |ea| =3
O HYdoz HEHE F2
2 @, Ap(es) = ules) — p({es € esles < €})
e
O
Zs5 --l- -6 ------------------------------- Ad(es) = a(es) —a({es € egles < €})
© eq = ({es € egles > €})

> O| 4o = HThEl ZH
Eseq = continuous sequences of e, € e,
A= E 0|4 sequence

Ap(es)/u(es) + Aa(es)/a(es)
|ea| + |Eseq|2 T

€ = argmax(e) =
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

. EXAES X|CY3}SH= threshold EFAM

Smoothed error

1 |Eseq| =2, |ea| =3
O HYdoz HEHE F2
2 @, Ap(es) = ules) — p({es € esles < €})
e
O
Zs5 --l- -6 ------------------------------- Ad(es) = a(es) —a({es € egles < €})
© eq = ({es € egles > €})

> O| 4o = HThEl ZH
Eseq = continuous sequences of e, € e,

A= E 0|4 sequence

Ap(es)/u(es) + Ao(es)/a(es) <+

2
leq| + |Eseq| h Trade off

€ = argmax(e) =
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Dynamic Error Thresholds

«  Z} 0|4 sequencedi|A O] &42| severity =&

Smoothed error
A

Zyg b---og-mmm oo Yemm--o P

Ap(es)/u(es) + Aa(es)/o(es)
|ea| + |Eseq|2

€ = argmax(e) =
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Mitigating False Positives — Learning from History

o AA|ZHHLO| THSTHHAM false positiveE E0|7| et 7

H2 K'20{ A B3t severityE 71 O &2 AbSE &

I

—
MEER 5" <52 E7, BELEMER

Nom

Smoothed error
A

Zyg b---og-mmm oo L SRR

Ap(es)/u(es) +Aa(es)/a(es)

€ = argmax(e) = 5
|ea| + |Eseq|

Copyright © 2023, All rights reserved. -35-

0=

=R

4

[ Severity ]

. max(ely) — argmax(e)

u(es) + a(es)

& DMQA



Dynamic Threshold

Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

% Mitigating False Positives — Pruning Anomalies
o AA|ZHAHLO| 7SS A false positiveS E0|7| Q[ 7|8 H|CF
«  0]4&) sequence step AFO|2] error ZHAE0| £ 2t p ECH A H HHL R I ER

- Anomaly 1 Anomaly 2
‘ 0.01396

reclassify as nominal keep

Threshold /L e [§001072

1_,2
| ogoos dlzee; =0.23>p(p=0.1) - 2%

Smoothed Error

0.008 2
dy = _007<p(p 0.1) > HMoz IEs

Hundman, K., Constantinou, V., Laporte, C., Colwell, I., & Soderstrom, T. (2018, July). Detecting spacecraft anomalies using Istms and nonparametric dynamic thresholding. In Proceedings of the 24th ACM SIGKDD
international conference on knowledge discovery & data mining (pp. 387-395).
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Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

J/

% Experiments

« ISIMEES IHOZ AR

*  Spacecraft =210 M= False alarm rate2 SR SHH O — F < score AL

Table 2: Results for each spacecraft using LSTM predictions and various ap-

proaches to error thresholding.

Thresholding Approach Precision Recall Fp 5 score

Non-Parametric w/ Pruning (p = 0.13)

MSL 92.6% 69.4% 0.69
SMAP 85.5% 85.0% 0.71
Total 87.5% 80.0% 0.71
Non-Parametric w/out Pruning (p = 0)
MSL 75.8% 69.4% 0.61
SMAP 43.0% 92.8% 0.44
Total 48.9% 84.8% 0.47
Gaussian Tail (€,,0pm = 0.0001)
MSL 84.2% 44 4%, 0.54
SMAP 88.5% 78.3% 0.71
Total 87.5% 66.7% 0.66
Gaussian Tail (€,,,m = 0.01)
MSL 61.3% 52.8% 0.48
SMAP 82.4% 81.2% 0.68
Total 75.8% 71.4% 0.62
Gaussian Tail w/ Pruning (€norm = 0.01, p = 0.13)
MSL 88.2% 41.7% 0.54
SMAP 922.7% 73.9% 0.71
Total 921.7% 62.9% 0.66

1.0
p=025
€ = 0.01, p = 0.13
norm P. ‘ . p = 0.15
0.9 @
. p=0.13
Enorm = 0.0001
. p=0.11
0.8 €norm = 0.001 0.09
5 0.07
i = .
2 [ | p
@ €norm = 0.01
o
0.7
p = 0.05
Shape Legend
= not pruned p=0.03
06 °® pruned
Color Legend
m Gaussian Tail
05| " MNonparametric
0.5 0.6 0.7 0.8 0.9 1.0
Recall

Figure 4: Plot showing comparison of overall precision and recall results for
parametric approach and approach presented in this paper (labeled 'Nonpara-

metric’) with various parameter settings.

Hundman, K., Constantinou, V., Laporte, C., Colwell, I., & Soderstrom, T. (2018, July). Detecting spacecraft anomalies using Istms and nonparametric dynamic thresholding. In Proceedings of the 24th ACM SIGKDD

international conference on knowledge discovery & data mining (pp. 387-395).
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Adaptive Threshold for Outlier Detection on Data Streams

< Anomaly Threshold for Outlier Detection on Data Streams(2018, IEEE)
Concept drift’| 2’4 [f, S2}0|Y =2 7|t 712 HH S 283t adaptive threshold 7| & |2t

VATU(Variable window size Adaptive Threshold Updating)

Adaptive Threshold for Outlier Detection on Data
Streams

James P. Clark Zhen Liu Mathalie Japkowicz
Centralized Super Computing Facilitcy  School af Medical Inofrmarion Engineering  Computer Science Department
Lockheed Martin Guangdon Pharmaceutical University American University
Hemndon, VAL, USA Guangzhou, China Washington D.C., USA
james_p.clark @ Imco.com lin.zhen @& gdpu.edu.cn japkowic@american_edu
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% Concept drift
«  HO|He| &= XtM|7| #idt= 42

value
A

time
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% Concept drift
«  HO|He| &= XtM|7| #idt= 42

o
+ Ol I T threshold S AFZBIE, £O| Bi2}S Hrefet 4 gig

False alarm

value
A

Threshold

time

Copyright © 2023, All rights reserved. - 40 - ..:.. D M Q /\



Dynamic Threshold

Adaptive Threshold for Outlier Detection on Data Streams

% VATU - Training

. MM TOEE ¥ BEE DY Bt

n

t
»  minimize Z (x—x)?
i=1

/\/\ Encoder | |, |Decoder
E D

7j<
B A O0|Ef A=

Copyright © 2023, All rights reserved. - 41 -

N

Ho|g| XA} A2t =
SR HAHo|g

& DMQA



Dynamic Threshold

Adaptive Threshold for Outlier Detection on Data Streams

% VATU - Threshold update

- ZZ 00|E Q] O|AX| ATOIE AFR L0 X7 threshold M- (u(z,,) + 20(Z,1)

/\/\ Encoder | |, |Decoder /\/\
E D

7t = VAES
A% ol A= Zwr Azt
0.291
» 0310
0.288
0.217
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% VATU - Threshold update

«  Window size TE X2 W77}X|, 7t OIO|E (x)2| O K| AT E 7,1,y 8, 0l AT
o x9| O|MX| AT 0|7} &£7| threshold 2CF 3™ 0| AL AZX| QFOH HAto 2 Hct

AlZbE

Z7t ool E
0.352

/\/\ Encoder | |, |Decoder
E D

N

tw Zwi

>v
N
A

0.352

\ 4

0.291
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% VATU - Threshold update
*  Window size TS & W77HX|, 7} BIO|E (x) 2| Ol K 22N E 7,1, 25,8, Ol HE
o x9| O|&4X| AF0{7} 7| threshold 2CF 3™ O| Al OEX| Yo ™ Hao 2 mEt

/\/\ Encoder | |, |Decoder /\/\
D

— >0 7 o 0<
=7} 40| Ef Azt = Zo2 t, Zy1 A=
0.352
> 0310 T
0318 0318 0.288
0352 0352 0217
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% VATU - Threshold update
*  Window size TS & W77HX|, 7} BIO|E (x) 2| Ol K 22N E 7,1, 25,8, Ol HE
o x9| O|&4X| AF0{7} 7| threshold 2CF 3™ O| Al OEX| Yo ™ Hao 2 mEt

/\/\ Encoder | |, |Decoder /\/\
D

= AZE= NHES
=7} 40| Ef = Zo2 t, Zy1 =
0.352
> 0279 0279 0310 T
0318 0318 0.288
0352 0352 0217
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% VATU - Threshold update
*  Window size TS & Wi7HX|, B7} HIO|E{(x) 2| Ol K| 22 A E 7,,,t, 0 M
o x9| O|MX| AT 0|7} &£7| threshold 2CF 3™ 0| AL AZX| QFOH HAto 2 Hct

/\/\ Encoder | |, |Decoder /\/\
E D

=0 >0
7} 60| Ef A= Zu2 y Zut Azh =
0412 0412 0352
0.412 0278 0278 0291
> 0279 0279 0310 T
0318 0318 0288
0352 0352 0217
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7
0.0

Copyright ©

VATU - Threshold update

« 7,2 ZO|7}TO|MO| &E[H, z,,2f z,,2| Br0l| CHot 7HE A8 (z-test) =

> HEIHE

>  p-value < 72| =

0.352

0.291

0310

0.288

0.217

2023, All rights reserved.

[ p-value <

h

2z 2t 2,,2] ‘Ew0| 4= ZO|Ck

= HF7HE 712t / pvalue > RO =5 HE7HS KHEY

0412

0278

0.279

0318

0352
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% VATU - Threshold update
« 7,2 ZO|7FTO[HO| &[H, 7,2 z,,2| B0l CHot 7HE A8 (z-test) A
> TR 2,2t 2,0 B0 22 Aot
> palue < B2 =& HR7HE 712t/ pvalue > |O| =F: FF7HL KHES

1 Zw10'" Zy2 EH = :I: Zy2 _|_7|2|'

[ p-value < F8| =& ]

0412
0.278
0.279
0318
0352

Copyright © 2023, All rights reserved. - 48 - .{.. D M Q /\



Dynamic Threshold

Adaptive Threshold for Outlier Detection on Data Streams

% VATU - Threshold update

« 7,2 ZO|7FTO[HO| &[H, 7,2 z,,2| B0l CHot 7HE A8 (z-test) A

> HEIHE:

> p-value < -.-.-_I

0412

0.278

0.279

0318

0352

0412

0.278

0.279

0318

0.352
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[ p-value <

12t 2,2 0| 25 ZAO|Ct

= HR7HE 712t / pvalue > 92| =5 AR 71 KHEY

0412

0.278

0.279
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% VATU - Threshold update
* 2,2 AO|7t TO| O] £ H, z,, 2 z,,2| B0 TS 7HE A (z-test) T+
> TR 2,2t 2,0 B0 22 Aot
> pvalue < §O F HRIHE 7|2/ pvalue > 72 $-F: FF7HE XiE

[ p-value < F8| =& ] 1 ZWlolll ZWZ =| + Zyo = 7|2|'
, , 2. t,= Threshold update(u + 20)
wil w2
078 3 t,40|-T9H20o| o BB AtH|
0.279
: CIA| T OFR XXt
0 0250 4 7,0l CHA| T 2HF score M3

0412
0.278 T
0.279
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% VATU - Threshold update
« 7,2 ZO|7FTO[HO| &[H, 7,2 z,,2| B0l CHot 7HE A8 (z-test) A
> TR 2,2t 2,0 B0 22 Aot
> palue < B2 =& HR7HE 712t/ pvalue > |O| =F: FF7HL KHES

1 z,, X 2R 250f X~

[ p-value > 52| =&

Zw2

0412
0278
0279
0318
0352
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% VATU - Threshold update
« 7,2 ZO|7FTO[HO| &[H, 7,2 z,,2| B0l CHot 7HE A8 (z-test) A
> TR 2,2 7,,2] B0 Z= AO|Ct

> p-value < RO =& R 712/ pvalue > /72| =& HF7HE KHEH

1 z,, X HRY 230 X7
XX O 2 F}& ZHE XISH

[ p-value > 52| =&

Zw2

0412
0278
0279
0318
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% VATU - Threshold update
o t,2| Z0]|7} threshold window size(M)2 £ Lt EO{X|™ threshold update
«  t,°2| Z0|7} upper bound ECt A& t,, A HW| AT 0| H|A
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<+ Experiments
o 5 719 artificial dataset AHE

« AR 2! Autoencoder, LOF

Algorithm FMeasure  False Alarm

VATUAE) 935 026
FATL (300, AE) =1 A0
FATU (100, AE) B34 006
Baseline (AE) AT5 585
VATU (LOF) BET EE
FATU (100, LOF) HE] 062
Baseline {LOF) 396 339

TABLE I: Artificial Data Set 1

Algorithm FMeasure  False Alarm
VATLI (AE) BET 064
FATU (500, AE) 11 034
FATU (100, AE) &l 062
VATL (LOF) 012 05
FATU (100, LOF) 808 062
Baseline(LOF) 303 311

TABLE II: Artificial Data Set 2

Clark, J., Liu, Z., & Japkowicz, N. (2018, October). Adaptive threshold for outlier detection on data streams. In 2018 IEEE 5th International Conference on Data Science and Advanced Analytics (DSAA) (pp. 41-49). IEEE.
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< Anomaly Detection for Unmanned Aerial Vehicle Sensor Data Using a Stacked Recurrent

Autoencoder Method with Dynamic Thresholding(2022, arXiv)

- FULE7| HO|HO 2| Ol K| BX| AtE=tE #let dynamic threshold 7| & A

Anomaly Detection for Unmanned Aerial Vehicle Sensor Data
Using a Stacked Recurrent Autoencoder Method with Dynamic
Thresholding
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Bell, V., Rengasamy, D., Rothwell, B., & Figueredo, G. P. (2022). Anomaly detection for unmanned aerial vehicle sensor data using a stacked recurrent autoencoder method with dynamic thresholding. arXiv preprint
arXiv:2203.04734.
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<« AT HiE

o oI 7|=0| LEEO M2l 2ol 2S77 4 A FEM ZHEHeE SEEI AU
o O M 2 HIE BLZS ?lol £ 2S57[0|A2] o] EfX|= EE SsiE
- 0]0f Mtk dynamic threshold 7= X|F
Time Sensor 1 Sensor 2 Sensor d Label
Time 1 1.93 0.58 1.99 et
Time 2 1.47 0.44 2.01 A
Time n 1.55 0.02 1.36 ol &
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+ B
«  Single Autoencoder= 2 M5 XS OF7e = U7 IZ0f| LSTM Stacked Autoencoder AHE

« U™ sequencel| Y=L = EH

Encoder Xt Xiiq Xt

I ! i
LSTM — LSTM —- LSTM —|  |[— LSTM —- LSTM — LSTM

I I I

Xt Xt41 Xt 4w Decoder

[ Single LSTM Autoencoder ]
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v B

«  Single Autoencoder= & Xf1+= XIS OF7

Ot

b= QU7| I{-20]| LSTM Stacked Autoencoder AHS

Il

LSTM LSTM
Encoder Decoder

hidden vector
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o L) E;._I

ot

\d

'

APEL &AM Sk MSE loss(R 115 2K At

y

A

t
»  Mminimize Z (x; — x})?
i=1

/\/\ Encoder | |, |Decoder
E D
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o EE

. JEgpse

e

A a2 MSE loss(RiT5 2K AFR

- Dynamic Weighted Loss Function: & 2 lossE = &5H= ME0| O 2 7I5XIE &

50 H
@ E i ! !
. | L(x;, x}) = D(x;, x}) * MSE (x;, x})
230} i
= i
5 : |%; — x;| . <
® 20} 1 _— . — X
2 i D(xl-,xr) = 2 lf |xl xll <
10 |x; — x;] otherwise
5 i
0 10 20 30 40 50

MSE error

Rengasamy, D., Jafari, M., Rothwell, B., Chen, X., & Figueredo, G. P. (2020). Deep learning with dynamically weighted loss function for sensor-based prognostics and health
management. Sensors, 20(3), 723.
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% Dynamic Threshold

« O 230R = 4Bl &

« O AMH 0| 230{F2| 7|= SAHF

L= MUtrain T Otrain

S = a(xn_j,

1
j La ™

i=n—j

;xn—l)

Tp=T(x,) =W,L+W,(M+S)
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(0 Fn = Hd
A0l MRS Y
=

o=

oSk A
o=

2= = dynamic threshold 7|2 X2t

=+85t dynamic threshold 7| &

= O

T,,: Dynamic Threshold , x,,: Reconstruction loss

Anomaly score

A

Window size

o4

ofl = AlH
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% Experiments
-  UAV =0 Q10] S Edt= OB All oF 74| AR
«  Dynamic Threshold(DT), Dynamic Weighted loss functionDW)2| 7-50] (2 A&

Detection
Precision Recall Accuracy Delay
(seconds)
LSTM-AE 0.736 0.721 0.752 2.426
+ST +0.09 +0.17 +0.11 +1.83
LSTM-AE 0.770 0.747 0.809 0.504
+ DT +0.08 +0.12 +0.10 + 055
LSTM-AE 0.793 0.735 0.821 0.522
+DT+DW +0.08 +0.13 +0.11) +0.56

Bell, V., Rengasamy, D., Rothwell, B., & Figueredo, G. P. (2022). Anomaly detection for unmanned aerial vehicle sensor data using a stacked recurrent autoencoder method with dynamic thresholding. arXiv preprint

arXiv:2203.04734.
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Condlusion

% Detecting Spacecraft Anomalies Using LSTMs and Nonparametric Dynamic Thresholding

«  Spacecraft 2O00f| Mgtot BRI HHANL dynamic threshold ! false positiveES E0|+= 7|8 K|t

< Anomaly Threshold for Outlier Detection on Data Streams
«  Concept drift7} &gt [, 210|d )= 7|31t 7+ AT S &St adaptive threshold 7|8 X[t

< Anomaly Detection for Unmanned Aerial Vehicle Sensor Data Using a Stacked Recurrent

Autoencoder Method with Dynamic Thresholding
«  FOIES7| HO[HOIM| O Al O] K| 220{2| 7| = SA|ES 2-&¢t dynamic threshold 7|8 &
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